v
R ——
e ——E
R —
e a———
T e———
\_———

~OSITIVE TECHNOLOGIES



DDDDDDDDDDDDDDDDDDDD

ObecneyeHne 6e30MNaCHOCTU
KOpNopaTUBHOM CETU C MOMOLLbIO

MaxPatrol
Crpoes EBreHui

3KCnepT No nHpopmaumnmoHHon 6esonacHoctn Positive Technologies



O 4éM NOMAET peyb

— [MoueMy 6e30nacHOCTb ceTeBOM MHMPACTPYKTYpPbl TakK BaXKHA

— Kakune cno)XHoCTM BO3HMKAOT Npu obecneyeHnn 6e3onacHoOCTH
— 3a4eM HYXXHa MHBEHTapM3aLumsa akTMBOB

— Y10 MOXeT nokasaTb ayauT 6e30nacHOCTH

— Y10 Takoe ctaHgapT no 6e30nacHOCTM NS CeTeBbIX YCTPOMUCTB
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OcobeHHOCTU obecneyeHus
be30nacHOCTU CeTeBOM

MHPPACTPYKTYpb!

~OSITIVE TECHNOLOGIES



o
[loyeMy 3TO BaXKHO?

— KoMnbloTepHble CETU pacnpoCTPaHEHbl MOBCEMECTHO
— 3aBMCMMOCTb OT PECYPCOB CETU Ype3MEpPHas
— 3aWuTa pecypcoB HaYMHAETCS C 3alLUTbI CETH
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CNoYXHOCTU

— Pa3sHoobpasue ceteBOro 060pyaoBaHms OT pasnMyHbIX NPOU3BOAUTENEN
* (Cisco
* Juniper
* Huawei
* Alcatel
— bonblwon pasmep cetu
— [AMHaMWYHOCTb CeTH
 HoBble ycTponcTea
* VI3MeHeHMe KOHPUrypaunm
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[Tpobnembl

MHoro eguHuy, 060pyaoBaHUS

\ ¢

PaznuyHblie nponsBoantenm 06opyaoBaHUS

\ ¢

OWwnbKM B aAMUHUCTPUPOBAHUMU

\ ¢

bpewu B 6e30nacHOCTH
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PeweHune ectb!

— MHCcTpyKLUmMM no 6e3onacHomM HAaCTpoOMKe AOCTAaTOYHO

— MHpopmaums 06 ya3BuMocTax nybnmkyercs

— PekoMeHpauum no ycTpaHeHMIo ya3BMMOCTEN OOCTYIHb

— CraHpapToB no 6e30nacHOCTU U peKOMeHAaLUUIM TOXEe MHOTO

~OSITIVE TECHNOLOGIES



PelwmeHune ectb?

2 WHdbopmMaums 06 ya3BUMOCTAX Ny6AUKYeTCS
NIST

Naotional Institute of

GRV/ Il TOTAL CVEs: 49264
o’ & Standards and Technology

» PekoMeHAaLUMM NO YCTPAHEHMIO AOCTYMHbI

Cisc SECURITY INTELLIGENCE CENTER

» WHcTpyKumii no 6e3onacHoM HaCTpoMKe A0CTaTO4HO

S ! I l !: how to secure network
Feaynetaroe: npumepHo 535 000 000 (0,13 cex.)

» CranpaptoB no 6e30nacHOCTM U PEKOMEHAALMI TOXKE MHOTO

CENTER FOR , G -
INTERNET SECURITY Standards Council
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Y10 nenatb?

— MHoro pasnuyHoro o6opynoBaHus
* basa 3HaHUM C CaMbIM NYYLWKUM U NOJSIE3HBIM

— Ownbkn B aAMUHUCTPUPOBAHUU
« ABTOMaTM3aUMa Npolecca ayamTa 6€30nacHOCTH

— bpewun B 6beszonacHocTH

* PekoMeHaauuu ayamTa
« ABTOMAaTM3aLMSA NPOLLECCA KOHTPONSA COOTBETCTBUSA CTaHAApTaM No 6e30nacHoCTH

~OSITIVE TECHNOLOGIES



KaK 3TO oenaercs:
MHBEeHTapu3aLumna aKTUBOB
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Pe3ynbtathl MHBEHTAPU3aALIMKU aKTUBOB

WTF?
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Pe3ynbtathl MHBEHTAPU3aALIMKU aKTUBOB

Modem
access
| WTF?

Cepsepbl NPUAOMEHU I

™

N securi
&P OpPU30BaHHbIN [
(s KO aTUBHbIM pecypcam \

: Firewall ; | Rouge AP I

No STP

CepBepbl NPUAOMEHU I

E
s
@
Q
I
S
(¢}
(@]
o
-
o
@
o
()

> —1 € R (t9)
0 : \i ‘ e S security
i :‘\\ .\\\\ Lo W AN e \\ E
\‘ \.\ \ \,\ N
\ N Router Routs ~ ~ /
Switch Swiitch Switch ®/
- . = x // I; “lf('p‘ 5
- ®/ Access Point
S Switch
Switch Access Point
ThaBHbIv odpuc ®dununan
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JKCnayaTaumns

:~# macof -d 192.168.197.2 -n 100060
MAC Overflow 24:cb:d7:5b:79:50 db:14:5a:74:a3:dd 0.0.0.0.945 > 192.168.197.2.13588: S 2075515
961:2075515961(0) win 512

5:9d:6d:39:be:f4 67:74:a6:2c:a5:51 0.0.0.0.21670 > 192.168.197.2.14225: S 164250
484:164250484(0) win 512
f9:38:1e:45:b3:2d lc:ac:a:60:d8:4 0.0.0.0.40717 > 192.168.197.2.14800: S 4302105

56:430210556(0) win 512
‘k//’///,///”' ‘*\\\\\\\\\\‘k 59:fa:8a:20:26:92 50:95:6d:43:40:66 0.0.0.0.10551 > 192.168.197.2.28534: S 17016

87641:1701687641(0) win 512

81:35:a6:3d:da:cb bd:lc:3e:4a:de:3e 0.0.0.0.56250 > 192.168.197.2.24556: S 16253
63217:1625363217(0) win 512
e9:5d:a9:56:83:2b 8c:d0:1c:22:d3:8b 0.0.0.0.8284 > 192.168.197.2.38906: S 126634
4696:1266344696(0) win 512

DoS Srﬂffhﬂg 4:70:3:47:43:68 55:2f:73:5f:ad:da 0.0.0.0.41198 > 192.168.197.2.45922: S 1821487

49:182148749(0) win 512

e3:eb:b6:70:de:d8 al:15:37:5b:a6:6b 0.0.0.0.48306 > 192.168.197.2.21153: S 88656
0268:886560268(0) win 512

42:5:1a:29:d0:6a ab:cb:4c:c:c6:d3 0.0.0.0.65142 > 192.168.197.2.50799: S 1052961
908:1052961908(0) win 512

ab:2c¢:26:3a:32:43 ea:a9:99:2c:f4: ).0.0.0.48839 > 192.168.197.2.27836: S 85649
8642 :856498642(0) win 512

91:71:1a:1c:41:88 41:1b:16:10:bc:e7 0.0.0.0.1078 > 192.168.197.2.22677: S 145597
8937:1455978937(0) win 512

92:81:b5:13:24:23 97:bd:89:1d:48: .0.0.0.17905 > 192.168.197.2.18236: S 12549
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Pe3ynbtathl MHBEHTAPU3aALIMKU aKTUBOB

Modem
access WTE?

No STP security
Bo3HMKHOBeHUe neTtenb
~ N3meHeHUe Tononormnu STP
mﬁ» curit . CepBepbl IPUAOKEHU I
el : * [epexsart Tpa Ka
3 C > 2
OTKa3 B 06cay»xuBaHmnmn

| eoen Ka UHTepHer 3 vocation Aging,

Cepsepbl NPUAOMEHU I
A S

Rouge AP

FnasHbIA odpuc dununan
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JKCnayaTaumns

BPDU Spoofing




WTF?
* HeaBTOpM30BaHHbDIN AOCTYN K KOPNOPATUBHLIM

Pe3ynbtaTbl MUHBEHTAPU3ALMUU AKTUBOB |  pecypcam

* MepeHanpasneHue ceTesoro TpaduKa
‘ x‘:::sm (HacTpoiiku no-ymonuaHuio,
He6e3onacHble cepBuchbl, cnabble naponu,
4 OTCYTCTBME OrpaHUuYeHuA A0CTyNa, He NPaBUIbHO
/ HaCTpOeHa AMHaMMUYeCcKasa MmapLupyTu3aumsa)

Se
()
’ No STP security
*—— BosHugHoBeHUe NeTeb
‘ * | UsmeHenwne Tononornm STP
. MepexsaT TpaduKa
UHTepHeT l * | Otkas o€ HMM
‘ (BPDU Spoofin tion Aging,
1 BPDU Filter, Sniffing, «BeuHble BbIGOpbI»,
«Mcue3HoBEHWE KOPHAY)

?~
': $

<
<

Access Point

naBHbIA odpuc dununan
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JKCnayaTaumns
ARP Spoofing

ARP Before ARP-Spoofing ARP
IP=B =} e IP=A
MAC = Xaker MAC = Xaker

A N N
N N

After ARP-Spoofing

neg
‘B

> &

7 -

After ARP-Spoofir

ARP-Spoofing ARP-Spoofing
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Pe3ynbTaTbl MHBEHTAPU3ALUMMN AKTUBOB | M uresmersmoit ormn s eomassmossmpecrens

. MepeHanpaBneHue ceTeBoro TpaduKa

(HacTpoiKku no-ymonyaHuio,

Hebe3onacHble cCepBUCHI, C1abble Naposin, OTCyTCTBUE
OrpaHWYeHUA JOCTYNa, He NPaBU/IbHO HAaCTPOEHA ANHAMMUYECKas
MapLUpyTU3aums)

Modem Access

* HeaBTOpM30BaHHbII JOCTYN K
KOpnopaTUBHbIM pecypcam

(OTcyTcTBME OrpaHMuyeHmnAa aoctyna)

No STP security

*  BO3HMKHOBEHME NEeTeNb

« | Naménetivie Torosoritn STP
J MepexBaT Tpa 3
e | OTka3s B of mlif HUK

(BP bU Spoofing, Provocation Aging,

BPDU Filter, Sn ’@1( BeuHble BbIOOPbIY,
«McuesHoBeHME op!

| Rouge AP |
/

-2

Access Point

Cepsepbl NPUAOMEHU I
A S

l

UHTepHeT

Firewall

naBHbIA odpuc dununan
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Pe3ynbTaTbl MHBEHTAPU3AUMU AKTUBOB | M emcsmosmmmuisoaynssosropassssn

pecypcam
. MepeHanpaBneHue ceTeBoro TpaduKa
(HacTpoitku no-ymonyaHuio,
Hebe3onacHble cepBUCHI, c1abble Naposin, OTCyTCTBUE
orpaHuyeHua goctyna)

Modem Access

. HeaBTOpM30BaHHbIN ZOCTYN K KOPNOPATUBHbLIM
pecypcam

(OTcyTCcTBME OrpaHMYEHMA A0CTyna)

No STP security
o Bo3HMKHOBEHWe neTesb

. /I3MeHEHme Tomonormn STP
2 % hepeXBaT TpadpUuKa
> +  Otka3Bo6C \g" :

Cepsepbl NPUAOMEHU I

L ri
30BaHHbIN AOCTYN K KC

|
\

“. .
o

~ pecypea _
. | NeHue ceTeBoro Tpad UHTepHer . (BPDlP Spoofing, Provocation Aging,
Overflow/Attack, ARP Spoofing, N BPDU Filter, Sniffing, «BeyHble BbIGOPbI»,
4 \
: «McuesHoBeHne ;
Firewall Firewall
=
Y -- (9)
~ ‘\\4 \\‘\ ' B - e % ( )
0N N i WAN - 0N
NS NS NS
- N Router Rout = N
Switch swiitch | Switch ;/
> A ®/ -« [lepexBaT TpaduKa
Switch  Access Point Sutn * HeaBTOpM30BaHHbIN AOCTYN K
KOpnopaTUBHbIM pecypcam
(Sniffing, oTcyTcTBUE OrpaHMueHunn
as ocTyna
hasHbIv odpuc ®unmnal AOCTY )
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Pe3ynbTatbl MHBEHTApU3aLIMA aKTUBOB

UHdopmauma

10.111.113.197
10.111.113.194
10,111.113,200
10.111.113.207
10.111.113.218
10.111.113. 237
10,111,113, 226
10.111.113.228

W2K35P2
WIM2KETEST
TEST1-2
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10.111.113.197
10111 115, 194
10,111,113, 200
10.111.113.207
10.111.113.218
W2K35P2
WINZKSTEST
TEST1-2

O OnepauynoHHaA CHCTEMA
B+ Cisco 10S: 12.3(4)72
|"¢ Juniper JUMOS: JUMOS 8.5R.1.13

| Linux Kernel; Linux/2.6.9-78.ELsmp

|"#» Debian Kernel: Debian 5.0 (enny), Lin...
|"+» Sun Solaris: SunOS 5, 10 Generic_127...
|"¢» Microsoft Windows: Windows Server ...
|"#» Microsoft Windows: Windows Server (...

|"#» Microsoft Windows: Windows XP

LT | a1 -

MokasbieaTe WHQOpMaLNED -

E Nopgpobhan nndopmauma

id 453

IP-agpec 10111, 115, 157
JocToeepHocTe ckaHupa Bes ownbok
Mma FQDMN 10,111, 115, 157
HMmA MetBIOS

WMmA B 3ana4e 10,111, 115, 157
OnepawodHan oacTeMa Cisco I0S: 12.3(4T2




Kak 3TO oenaeTcq:
Ayaut 6e30nacHOCTH
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OCHOBHble NpUYUHbBI bpellen B 6e30MacHOCTH

— OT1cyTcTBME Unn cnabbi KOHTPOb AOCTYNA K KOPNOPATUBHOM MHPPACTPYKTYpeE
* Cnabag naponbHasa noauTMKa
« OTCyTCTBME OrpaHUYEHMS A0CTyNa

— Hebe3onacHble cepBUCbl MK CEPBUCHI C HACTPOMKAMM NO-YMONYAHUIO
 CDP
« HTTP
* Finger
« SNMP
— OwnbKM B HacTpomKke 0bopyaoBaHUS
— Ya3sumoctn B npotokonax n 0OC
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Hebe3onacHble cepBUCHI MK CEPBUCHI C HACTPOUKaMK

Mo-yMoJ

A

OEEH

YaHUKO

Frame 1: 385 bytes on wire (3080 bits), 385 bytes captured (3080 bits) on interface 0
IEEE B02.3 Ethernet

Logical-Link Contral

Cisco Discovery Protocol

version: 2

1L

TTL: 180 seconds

H Checksum: 0x0lé6b [correct]
# Cevice ID0: RL.Tah.Tocal
B Software version
Type: software version (0x0005)

III:ILII. JL
I software version: Cisco Ios software, 7200 software (C72Z00-ADVEMNTERPRISEKS-MD, version 15.2(4353, RELEASE SOFTWARE (fclJ
TECF ni1ca guppor‘E: ’ EEprww C15C0. com! EECF suppDrE
Copyright (c) 1986-2013 by Cisco Systems, Inc.

@led Fri 19-apr-13 05:11 by prod_rel_team
mlP1atFDrm: Cisco 7206V<R I

3|
# PoOrt ID: FasteEthernetoys 0

QOO0 01 00 OC CC CC oCCoCa 01 23 20 00 08 01 F3 o33 aa ... # ...z,
Qo010 03 00 00 Oc 20 00 Eg bd 01 &b 00 01 00 10 52 31 R . R S s
Q020 2e 6C 61 62 2e 6C 6T 63 61 &6C 00 05 00 fh 43 &9 Llab.loc al....cCi

o030 73 63 af 20 49 4F 53 20 53 &fF 66 74 77 &6l 72 a5 sco Ios software
0040 2< 20 37 32 30 30 20 53 eof 66 74 F¥ 6l F2 &5 20 , 7200 5 oftware

0050 28 43 37 32 30 30 2d 41 44 56 45 4e 54 45 52 50 (C7200-A DWVENTERP
0060 52 49 53 45 4b 39 2d 4d 29 2< 20 56 65 72 73 a9 RISEKS-M 1, wversi
oo7o af e 20 31 35 Z2e 32 28 34 29 53 33 2C 20 52 45 on 15.2¢ 43153, RE
0080 4c 45 41 53 45 20 53 4F 46 54 57 41 52 45 20 28 LEASE 50 FTWARE
0090 &85 83 31 29 0a 54 &3 63 868 Be &9 63 61 AC 20 53 fcll).Tec hnical s
0Dalg 75 FO FO &F 72 74 3a 20 68 74 74 70 3a 2f 2f 77 upport: http:/ Aw
oobo F¥ OFF 2e 63 69 73 63 6F 2e 63 &f a6d 2f F4 a5 &3 ww. Cisco . comstec
00co 68 73 75 70 7o af F2 74 0a 43 of 70 79 72 69 a7 hsupport .Copyrig
oodo &3 74 20 28 A3 29 20 31 39 38 36 2d 32 30 31 33 ht (c) 1 986-2013
0oel 20 62 79 20 43 &9 ¥3 63 of 20 53 79 73 74 &5 &d by CisC o System
oofo 73 2c 20 49 Ge 63 Ze Da 43 6F &6d FO 69 &6C 65 A4 s, Inc.. Compiled
0loo 20 46 72 &9 20 31 3% 2d 41 70 72 2d 31 33 20 30 Fri 19- apr-13 0
0110 35 3a 31 31 20 &2 79 20 F0 72 6f 64 5F 72 65 ac 5:11 by prod_rel

0120 S5 74 65 61 6d 00 06 00 11 43 69 73 63 &f 20 37 _team... .Cisco 7
0130 32 30 36 56 58 52 00 02 00 11 00 00 00 01 01 Ol 200WxR.. L.
0140 <c 00 04 <O ad 00 02 00 03 00 13 46 61 73 74 45 ..., ...FastE

0150 74 88 &5 ¥2 Ge &5 74 30 2F 30 00 04 00 OF 00 00 thernetl JO0......
0160 00 01 00 OF 00 0% 01 01 01 00 18 00 Ob 00 05 01 .....au. aaaaeens
0170 00 16 00 11 00 00 00 01 01 01 cc Q0 04 <0 a8 00 ... ... ceeeeea.
o180 02 .




OWwnbKKN B HaCTponKe 060pyaoBaAHUS

Shodan Exploits Scanhub Maps Blog Anniversary Promotion

% sHoDAN | EETEEN I -

Home Search Directory Data Analytics! Exports Developer Center Labs

4 Add to Directory il Export Data

Top Countries 41.160.79.2
United States 57.174 NEOTEL Cisco 105 Softuare, c?600rsp?2043_rp Softuare (c?600rsp?2043_rp-ADYIPSERYICESKI-H), Yersion 15.001)85, RELEASE SOFTHARE (fcl)
Russian Federation 27.706 o ihanneshing Technical Support: http://uuu.cisce.con/techsupport
China 17,905 Details Copyright (c) 1986-2012 by Cisco Systens, Inc.
Korea, Republic of 16,668 Conpiled Hon 16-Jan-12 22:4
India 15,112
Telecom Algeria Cisco I0S Softuare, 2801 Softuare (C2801-IPBRSE-H), Yersion 12.4(1c), RELEASE SOFTHARE (fcl)
3 Technical Support: http://uuu.cisce.con/techsupport
Details Copyright (c) 1986-2005 by Cisce Systens, Inc.

Conpiled Hed 26-0ct-05 08:42 by evniller

121.141.123.163

Hokaa Tnoom Cisco 103 Softuare, 1841 Softuare (C1841-ADVSECURITYKO-H), Yersion 12.4(9)T7, RELEASE SOFTHARE (fc3)
‘e h Technical Support: http://unu.cisco.con/techsupport
Details Copyright (c) 1986-2008 by Cisce Systens, Inc.

Conpiled Thu 10-Jan-08 15:43 by prod_rel_tean

200.140.228.0

Oi Internet i Cisco I0S Softuare, 2800 Softuare (C2B00KH-ADVENTERPRISEKI-H), Version 12.4(15)T4, RELEASE SOFTHARE (fc2)
2 Technical Support: http://uuu.cisce.con/techsupport
Details Copyright (c) 1986-2008 by Cisco Systens, Inc.

Conpiled Thu 13-Har-08 03:04 by prod_rel_tean

200.208.115.65

Embratel Cisco 103 Softuare, 2800 Softuare (C2800HH-IPBASEKO-H), Version 12.4(12c), RELERSE SOFTHARE (fcl)
3 Technical Support: http://uuu.cisce.con/techsupport
Details Copyright (c) 1986-2007 by Cisce Systens, Inc.

Conpiled Fri 13-Jul-07 03:05 by prod_rel_tean

200.88.6.27
c Domini

i de Telé . C. Cisco I0S Softuare, S0H097 Software (SOHO97-K90Y1-H), Mersion 12.3(8)452, RELEASE SOFTHARE (fc1)
i f\' oo Synched to technology wersion 12.3(10.31T2
== Ssnto Domingo Technical Support: http://uuu.cisce.con/techsupport
Details Copyright (c) 1986-2005 by Cisco Systens, Inc.

Conpiled Fri
27tdev06.codetel.net.do
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Ya3sumocTtu B npoTtokonax n OC

Keyward: e I sip I '_ exact phrase v

Date Range: e LAl ¥

Advanced Search Search Al Security Resources @

Title “ersion  First Last Updated
R — a3 Related Resources @
Opens5L Heartbeat Extension Yulnerability in | 1.4 2014 April 09 2014 April 12 Bl 5
Multiple Cisco Products Updated 03:00 GMT 22:09 GMT - £ m -
Multiple “ulnerabilities in Cisco ASA Software | 1.0 2014 April 09 2014 April 09
e 16:00 GMT 16:00 GMT
Cigco 105 Software Session Initiation Protocal | 1.1 2014 March 26 2014 March 31 BB 5
Denial of Serice “ulnerability Updated 16:00 GMT 13:46 GMT . m b m -
Unauthorized Access Yulnerability in Cisco 1.0 2014 February | 2014 February IFE] 5
Unified SIP Phane 3505 19 19 m -
16:00 GMT 16:00 GMT
Cizco TelePresence Video Carmmunication 1.0 2014 January | 2014 January 8
Server SIP Denial of Serice Yulnerability 22 22 . m -
16:00 GMWT 16:00 GMT
Cisco 105 Software Session Initiation Protocal | 1.1 2013 Movernber | 2013 Movernber m
Denial of Senvice Wulnerability 0& 15
16:00 GMT 16:42 GMT
Apache Struts 2 Command Execution 1.0 2013 October | 2013 October 5
Yulnerability in Multiple Cisco Products 23 23 . -
16:00 GMT 16:00 GMT
tultiple “ulnerabilities in Cisco Unified 13 2013 May 08 2013 August 28 e |
Customer “oice Portal Software 16:00 GMT 13:28 GMT
Wultiple “ulnerabilities in Cisco Unified 1.0 2013 August 21 2013 August 21
Caormrmunications Manager 16:00 GMT 20:42 GMT
Multiple “ulnerabilities in Cisco TelePresence | 1.0 2013 June 19 2013 June 20
TC and TE Software 16:00 GMT 11:46 GMT
Multiple “ulnerabilities in Cisco 05 XE 13 2013 April 15 2013 April 17
Saoftware for 1000 Series Agaregation Services 16:00 GMT 1911 GMT
Routers
Cisco TelePresence Infrastructure Denial of 1.0 2013 April 17 2013 April 17
Serice Wulnerability 16:00 GMT 16:00 GMT
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Kak 3TO Aenaetcs Bpy4HyHo
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Py4yHon ayauT

| 10111.113.197

Firewall

Switch Access Point

FnaeHbIV odpuUc dununan
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ABTOMaTM3aUMUA ayanTa 6e30NacHOCTU

Hudopmaumn

tE CopTvpoeka = ¥Y3en ~ KypHan

=kl 192.168.0.2

—-E Cisco 105
----- DTS B 0DCAYHHEIHH
DTS B 0DCAYHHEIHH
BrnrodeHa civxbha HTTP
BrnroueHa ciyaba Telnet
Aoctyn no YTY He orpaHkyeH

+ CepbesHan yASBHMIMTb a
4
@
@
@
----- % He WcnonezyeTca WipoeaHHe naponA E
@
@
@
@
@
&

Cepewnc/ NO:[Cisco 105]

NudopmMmayus

DTS B 0DCAYHHEIHH

Peako MCNONEZYEMEIE CEPEMCE] Bepowa: 15.2(4)53
Znaboe WHpoOEaHHE B NpoToKone S5H

TeryWan M COXPaHEHHAR KOHDHYPaLHH MeToq onpedenesus: IBPHCT HHECKHA

YUETHEIE 3aMHcK BEs WHpoBaHKA Napo
AocTyn no npoTokony SHMP He orpanny MakCHMaANEHLIR YPOBEHD YAZEMMOCT M: 4 BbICOKHA Y POBEHb

[+-<F aeHTHHKATOp YCTPORCTES CisCo .
[+~F MA woTpoRcTEa Cisco (hostname) KomrecTBo 0bHapywerHbiX YASBMMOCT eii:
[+-<F [HTEpheRckl B PEXHME MAPLUDY TH3ALHH

----- “ MHGOpHMaLHA o CHCTEME

-
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Pe3ynbTathbl ayamnTta 6€30MacHOCTH

E|1:,[L 192,168.0.2
= Cisco 103

OTKaE B 0DCAYHHESHMH

OTKaE B 0DCAYHHESHMH

BrnrodeHa cyxba HTTP

BrnroueHa cyxba Telnet

Aoctyn no ¥TY He orpaHH-eH

He McnonesyeToA WrbpoEaHe Napona E
OTKaE B 0DCAYHHESHMH

Peako HCNoNESY SMEIE CEPEHCE

Cnaboe wHppoBaHHE B NpoToKoNE 55H
TEKkYILEA H COXPAHEHHSA KOHDMMY DaLHH
YUETHEIE 3aMHCH BE3 WHIPPOEaHKMA Napo)
AocTyn no npoTaokony SNMP He orpaHK4
MaeHTHRHIKaTOR YCTRORCTES Cisco

MA YCTRORCTEa Cisco Choskname)
WMHTEpefCEl B PEXMME MAPLIPY THSLHA
WMHOPMALKA O CHCTEME

MHPOPMALHA N0 YCTPORCTEY

Mapwpy THZauHA

MpoTokon ARP

CepeHc SHMP

CEpEHCEl

CMHCOK MHMHAEA (lines)

CIMCOK YUETHEL SanHCei

dafin running-config

dafin starkup-config

DBl M KOHTPOAEHEIE CYMME]

Hardware Information

Y ASBMMOCT

v/ !loc]'yn no VTY we orpaHwieHd

ID

= KpaTkoe onuncaHue

YBenuTeth, YTO ANA BCEX MWHWA VTY 3a0aH HeoOX0AHMbIA CNMCOK KOHT POMA A0CTYNA.

= Onucanue

CrMcKM KOHTPOnA AocTyna no YTY Mononb3yoToR AnA Toro, 4Todbl 0rpaHWuMTs KPYT 80 pEeCcos, C KOTOPLX MOrYT OCYLWECTBAATEOA
MONGLITKH BX0GE HA MAPLWPYTHEATOR. ECAM HACT pOMTL CNMCOK KOHT PONA 4OCTYNE SNA NMHWA VTY, To TeM camMueiM Oy 2y T orpaHsetbl

WCT O4HMKM, © KOTOPLIX NONb308aT&Nb CMOMET YNPEEMATE YT pORCTBoM. HeobxonWMo orpaHWuMT b Nepeqeth YIN0E WWNK CeTel,
KOTOPEIM PASPEILEET CA NOAKMMNYATHOA K YCTPOWCTEY N0 ONPENENEHHOMY NPOTOKOMY ANA 380aHMA NEPAMET POB KoHhWry paLm
yCrpokcTea. JocTyn gomsed ObiTh paSpPeIleH ToNbKO TEM NMUEM WK CHCT EMaM, KOTOpEIE MMEIOT NPaB0 Ha afMAHKCT PUPOBaHWE
YCTPOWCTEA. HanpuMER, MORNHO OrpaHWUMTE 00CTYN, ONPENENWE CNKOOK PaSpelUeHHL Y3N08; TakuM 00pasoM, agMUHWCT DaTopLl CETH
CMOMYT HACTPEMBETL YCT NACTEE, WONONLSYA TONLKO ONPENENEHHLIE paboduMe CTaHUMKW, NPEAHAZHAYEHHLIE ANA CETEBOM0 YyNIPAEMNEHUA,
YhenuTech, 4To Bee nuHeM VTY HACTPOeHbl Ha WONONLE306AHKE OAHOM0 M TOM0 ¥e CNWCKE KOHTPOna [ 0CTyna.

CnHCOK NMHHHA VTY
T mesaem Homep Cnucok gocTyna Npaewna deneTpay
vty i] He 3anaH(a) He 3anaHia)
vty 1 He 3anaH(a) He 3anaHia)
vty 2 He 3anaH(a) He 3anaHia)
vty 3 He 3anaH(a) He 3anaHia)
vty 4 He 3anaH(a) He 3anaHia)

ITIVE TE OLOGIES



Pe3ynbTathbl ayamnTta 6€30MacHOCTH

g 192.168.0.2
= Cisco 103

| o I e [ |

OTKaz B 0DCNyHHEAHHK

OTKaz B 0DCNyHHEAHHK

BrntodeHa civsba HT TR

BrntoueHa civaba Telnet

Aoctyn no ¥TY He arpaHk4eH

He McnonkzveToA WHpOESHHE NaponA E
OITKaz B 0DCNyHHEAHHK

PeAKD MCNoNE3yYEMBIE CEQEMCE

_natioe WHppoEaHHE B NpOTOKONE S5H
WUETHEIE ZAMMCH BEs Wb pOESHKMA Napo)
AocTyn no npoTokany SNMP He orpaHyy
M AEHTHRMEATOR YCTRORCTES Cisco

1A yoTporcTES Cisco (hoskname)
HMHTEephERCEl B PEXMME MADLDYTHIALMH
MHOpMALKMA O CHCTEME

MHhOpMALKA MO YCTPOACTEY
MapwpyTH3aLHa

MpoTokan ARF

YHIBMMOCTb
v/ Peaqko MCNoNb3yeMble CepBHChI
D

. S Emnn
) 425398

= OnucaHume

ST CEpBEMCHl MOTYT EbITh MONONL308aHLI IN0YMblLWNEHHMEaMA ANA BbiZ084 OTKAZd B uﬁr.n}'}xraal-w M ApYTrHY aTak, KOTOpbIE MOXHO
npeaoTEpaTHTE d:IIr'J'IhTIIIELI.Ir'EF NAKEeTOE, NPH YCONOBHK, YT0 3TH CEpBMOLl BEMIDYEHbI. HeobxogwMo oTKMOUMTL HEHY¥HLI £ CEPBMCLI,
NOCKONBKY OHW obeneuMBat T NOTeHUMaNbHbIE BEKTOPL aTaK W MOryT NpegocT aBETb I-"I"EI:IIZIIIIMELI.I-"H:I, KOTOpanA MOMET GblTh
HCONONBE308dHa 4NA NTYHEHWA HEQBT 0pHE0EdHHOD QOoCTYng.

BinouyeHbl Cnegyole peqKo HCNonb3yeMble CepBHCh
CDP

Finger

tep-small-servers

udp-small-servers
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Pe3ynbTathbl ayamnTta 6€30MacHOCTH

§ Coprmpoeka ~ Yzen v XypHan

- 192.168.0.2
@@ CiscoIOS
----- 4 OTKas B 00CNYKMBaHUH
----- 4 OTKas B 00CNYKMBaHMH
----- 4 BrknroueHa cnywba HTTP
----- <% BrntoueHa cnyxba Telnet
----- % Aoctyn no VTY He orpaHn4eH )
----- 4% He ncnonbsyeTca whdposaHue napona k.
~~~~~ & OTKas B oBCAYKMBAHHH
----- % Peako Mcnonb3yeMble CEPEHMChI
----- 4 Cnaboe wudposaHue B npoTokone S5H
----- 4 ¥YyeTHble 3anuck Bes wrdpoBaHa Napo.
~~~~~ <» foctyn no npotokony SNMP He orpaHidy.
MaeHTHdHKaTop ycTporcTea Cisco
WA yeTponcTea Cisco (hostname)
WMHTepdencl B PEXHME MAPLUPY TH3aUMH
----- <> WHbopMauma o cucTemMe
----- <> MHbOpMaUKMA No YCTPOHCTBY
----- <> MapwpyTHzauma
----- <> [MpoTokon &RP
----- <» Cepenc SNMP
----- < CepeHcbl
----- <> Cnywba perucTpaumn cobbITHi
Cnmcok ki (lines)
CNMEOK YYETHBIX 3anMcen
----- <> ®a¥n running-config
~~~~~ <> a¥in startup-config
~~~~~ <> DaHnbl M KOHTPONEHBIE CyMMb
(+-1 Hardware Information

¢ ¢ ¢

¢ ¢

~OSITIVE TECHNOLOGIES

V O RLAMACT
Yas 0CT

@, Orkaz s Mymmum

DN
”

‘ ID: 182982 47
v CVE: CVE-2013-5211 J‘

Cicrns CSCYA75022
Lasco: CHTa/ot

= KpaTkoe onucaHue

YA38MMOCTb NO3BONAET aTaKyouweMy Bbi3BaTb OTKas B 0601"/)3(HBBHHH.

YazeumocTo 8 dyHxkusu monlist 8 ntp_request.c & ntpd 8 NTP no3sonaeT 3n0yMullNEHHEWKaM, [elCT BY0LWWM YA aNIeHHO, Bbi3BaTh 0TKa3 B
obcnyxusarim (yeenwuerue Tpaduka) npu NOMOLLM CNeuMansHo chopMipoBatHbiX 3anpocos REQ MON_GETLIST wim
REQ MON_GETLIST_1.

=2 Kak ucnpaBsuTb

WUcnonb3yHTe peKoMeHa aLK NpovsSBoaMTena:
http://kb.juniper.net/InfoCenter/index?page=content&id=15A10613
https://tools. dsco.comybugsearch/bug/C5Ctd75033

=2 CCbINIKK

http://cve.mitre.org/cgi-binf/cvename. cgi?zname=CVE-2013-5211
http://kb.juniper.net/InfoCenter/index?page=content&id=15A10613
CISCO (CS5Ctd75033) : http://tools. cisco.comySupport/BugToolKit/search/getBugDetails. do?method=fetchBugDetails&bugld=C5Ctd75033



Pe3ynbTathbl ayamnTta 6€30MacHOCTH

kg 192,168.0.2
= Cisco 105

PHPHPAP NP NP PP P PP P AP AP P AP AP AP Y

0TS B 0DCAYHHEIHMH

0TS B 0DCAYHHEIHMH

BrnrodeHa ciywba HTTP

BrnroueHa ciyuba Telnet

Aoctyn no YTY He orpaHyYeH

He vcnonesyeTcA wHpposaHke napona Enable
0TS B 0DCAYHHEIHMH

Peako MCNoNESYEMEIE CEPEHCE

Cnaboe wHppoBaHHE B NpoToKoNE S5H
TeKyYILEA H COXPAHEHHSA KOHDHMMYPALMM HE COBNaASHT
WUETHEIE 3anHck Bes WHpoBaHKA Napona
Aoctyn no npoTokony SMMP He orpaHi4ed
MaeHTHHKaTOR YCTROACTES Cisco

AmA ycTpoRcTEa Cisco (hoskname)
WMHTEpdercs! B pEXHME MAPLIPY THSALMK
MHbOPMALMA O CHETEME

MHGOpMAaLMA MO YCTPOACTEY
MapwpyTH3auKA

MpoToran ARF

Ceperc SMMP

CEpEHCEI

MoK NHMHKA (lines)

Y ASBHMMILTb
» Teryulas M COXpaHeHHan KoH(Wypalm He COBNaflaloT *”_—4‘

ID: 425311

gt LS

=2 OnucaHue

Texywan U CoXpaHeHHaR KOHGUIypaLwW He COBNAASIOT, YTO MOMET NMPHBECTH K NOTEPE AaHHLIX NPH Nepesarpysxke
YT POHCT B,

Onucaxue BoIBoaa:

"+" - CTpOKE NPHCYTCTEYET B COXPAHEHHON KoHdurypaLumMK, HO OTCYTCTBYET B TeKYILEH.

"-" - CTpOKE MPUCYTCTBYET B TEKYLWEH Kothury paLmM, Ho OTCYTCTBYET B COXpaHeHHoH,

OTnmume Tekyulero daina KoHUrypawmi oT coXpaHeHHoro

- username xaker privilege 15 secret 4 8EVIYbRZoI31d)enoleF5wDCoco5)KBL g/t 1sw
-ip address 1.1.1.1 255.255,255.0

+ noip address

+ shutdown

- snmp-senver community t<removed:=t RW

= Kak ncnpaBuTtb

MPOCMOTPHTE M COXPAHHTE TEKYILYID KoMy pawmo,

~OSITIVE TECHNOLOGIES



Kak 3TO nenaetcs:
CooTBeTCTBME CTaHOapTaM Mo
be30MacHOCTU
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TpeboBaHMs U cTaHOAPTbI MO 6€30MacHOCTH

— [oTOBbIE CTAHAAPTHI
» Security Configuration Benchmark for Juniper JUNOS ~mmm T g
» Security Configuration Benchmark for Cisco |0S INTERNET SECURITY
» Security Configuration Benchmark for Cisco Firewall Devices

— CobcTBeHHble TpeboBaHUS
* Bepcusa nporpamMMHoro obecnevyenms
* [laponbHas nonuTmUKa
* (CepBUCbl ayTEHTUHUKALMU
* [lpaBuna puneTpaymu
* Peructpaumsa cobbitni

~OSITIVE TECHNOLOGIES



Security Configuration Benchmark
for Cisco 10S




o
[pynnbl NpoBepoK:

— Authentication, Authorization and Accounting (AAA)

— SNMP
— Global Services (CDP, DHCP, HTTP)

— Logging
— Neighbor Authentication (OSPF, EIGRP, RIP)

~OSITIVE TECHNOLOGIES



[TpoBepka SNMP - TpeboBaHue cTaHaapTa

Remediation:
Disable the default SNMP community string “private”

105:

|hnstnameiconfig}#no SOmMp-3erver community {privatel}

Audit:
Perform the following to determine if the private community string is enabled:

105:

1. Ensureprivate doesnotshow asaresult
|hustnamet showWw snmp Ccommunity

~OSITIVE TECHNOLOGIES



HaCcTpOWKKM Ha YCTPOUCTBE

BT community veryatrongcommunity RO

2T community private ENW

~OSITIVE TECHNOLOGIES



Yrposa

:~# snmpcheck -t 192.168.0.2
snmpcheck .pl v1.8 - SNMP enumerator
opyright (c) 2005-2011 by Matteo Cantoni (www.nothink.org)

[*] Try to connect to 192.168.0.2
[*] Connected to 192.168.0.2
[*] Starting enumeration at 2014-05-12 12:16:09

[*] System information

Hostname : TestLab.ptveb.com

Description . Cisco 105 Software, /200 Software (C/Z200-A
9-M), Version 15.2(4)S3, RELEASE SOFTWARE (fcl)Technical Support: b
co.com/techsupportCopyright (c) 1986-2013 by Cisco Systems, Inc.Conm
-Apr-13 05:11 by prod rel team

Uptime system : 0.00 seconds

Uptime SNMP daemon : 1 hour, 01:03.94

Motd Lo

~OSITIVE TECHNOLOGIES



Yrposa

Interface
Interface Speed
IP Address
Netmask
MTU

Interface

Interface Speed
MTU

Interface

Interface Speed
MTU

[*] Listening UDP ports

Local Address

192.168.0.2
192.168.0.2
192.168.0.2

[ up ] FastEthernetl/0

100_Mbns
192.168.0.2

[ 2852055, 2550

1500

[ up ] FastEthernetl/1

: 100 Mbps

1500

[ up ] Null®

: 4294 .967295 Mbps

~OSITIVE TECHNOLOGIES




Yrposa

Terminal -

File Edit View Search Terminal Help

low attempting to download the router config file, please wait

/tmp/192.168.19

7.3-router-config. txt

ress enter to continue

~OSITIVE TECHNOLOGIES



Pe3ynbtat npoBepku

He cooTBETCTBYST
° Mpasuwna SNMP: Heobxoqmmo 3anpeTurs napons npoTtokona SNMP "private” k=
ID: 433917

= KpaTKoe onucaHue

¥ [ OCTOBEpLTECh, YTO B TEKYULEH KoKWy DaLsM Naponu nNo yMordasso anA cepesca SNMP (SNMP community strings) He 3apads. B
koHdMrypaLmK He gomsto OeiTh komMadn coobwecrsa SNMP-cepeepa (community commands) © 3anpeleHHLIMA Napona,

= MNonHoe onucaHune

Naponk “private” ABMAETCA WKPOKD WEEECTHBIM CTaHAaPTHeIM Napones (community string). MoNonb308aHWE LWKPOKD WSBECTHLIX NaponeH,
YrafaTh KOTOPLIE HE COCTAENAST TRYAE, NpeacTasnaeT coboil yrpo3y NomyueHa SN0y MeILLINEHHWKOM HEaBT OPHI0BAHHOT0 A0CTYNE K
YCTPORCTBY.

= PesynbTaTbl NpoBepKy

NapaMeTpo
MapameTp TpeboeaHme IHAYEHNE
SNMP community string "private” OTen. Bxn.
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Mcnonb3oBaHue Beb-UHTEpPDENCA

€ - C fi [119216802
Cisco Systems

Accessing Cisco 7206VXR "R1"

Show diagnostic log - display the diagnostic log.
Monitor the router - HTML access to the command line interface at level 0.1.23. 456 789.10.11.12.13.14.15
Platform - platform utilities. Send comments to cs-html (below).

Show tech-supportt - display information commonly needed by tech support.
Extended Ping - Send extended ping commands.

QoS Device Manager - Confizure and monitor QoS through the web interface.

Help resources

1. CCO at www.cisco.com - Cisco Connection Online, including the Technical Assistance Center (TAC).
2. tac/@cisco.com - e-mail the TAC.

3. 1-800-553-2447 or +1-408-526-7209 - phone the TAC.

4 cs-html@cisco.com - e-mail the HTML interface development group.

~OSITIVE TECHNOLOGIES



[1lpoBepka HTTP - TpeboBaHue cTaHpapTa

Remediation:
Disablethe HTTF services.

I05:

hostname (config) $#no ip http server
hostname (config)$#no ip http secure-server

Audit:
Perform the following to determine if the HTTP services are enabled:

I0S:
1. Verify both “no ip http server” and "no ip htip secure-server” results return
hostname#show run | incl http server
hostnamef#show run | incl http secure

~OSITIVE TECHNOLOGIES



Yrposa

i

e

Frame 11: 451 bytes on wire (3608 bits), 451 bytes captured (3608 bits)

Ethernet II, Src: 02:00:4c:4f:4F:50 (02:00:4c:4f:4F:50), Dst: ca:00:28:18:00:08 (ca:00:28:18:00:08)
Internet Protocol Version 4, Src: 192.168.0.1 (192.168.0.1), Dst: 192.168.0.2 (192.168.0.2)
Transmission Control Protocol, 5rc Port: 46934 (46934), Dst Port: http (BO), Seq: 1, Ack: 1, Len: 397

#GET /HTTR/L.INFAR

Host: 192.168.0.2%rn
Connection: keep-alive'rn
= Afithorization: Basic v2lzvzjov21zv2s=\r\n
Credentials: cisco:cisco
ccepts text /hrml anplicatibn/xhtml+xml,application/xml;g=0.9,image /webp,*/*; g=0. 8\rn
User-agent: Mozilla/ 5.0 (windows NT 6.1; wowdd) applewebkit/537.36 (KHTML, Tike Gecko) Chrome/33.0.1750.154 safari/537.36%r\n
Accept-Encoding: gzip,deflate,sdchirin
Accept-Language: ru-rRU,ru;g=0.8,en-us;g=0.6,en; g=0.4%r"n
i
[Full request URI: http://192.168.0.2/]

O EHBBE
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Pe3ynbtat npoBepku

He cooTBeTCTBYET
° Mpaswna rnobanoHbix cepencos: Heobxogmwo oTknrounte cepewncol HTTP (Bknuan ASDM) *f‘
ID: 433937

= KpaTKoe onucaHue

PexoMeHOYETCA OTKNDYMT L Cepencal HTTP,

= NMonHoe onucaHue

Cepeucsl HTTP NnoZEOMRI0T OCYILECTEMATE YVAANSHHOS YyNPABNeHMe Maplupy THzaTopams. OAHAKo ecnid Honons3yeTon obsiumsii HTTP, npu ayTesTisduk i
naponb NEpENAETCH B HE SﬂLIJI-'ideDEIﬂHHﬂM BHOe. 3T0 MOWET MNPpMEEECTH K NOMy4$EHMID HEaBT 0PHME08aHH0ND 40CTYNG K Ma LY THSEAT oY W BOSMOMNHOCT 4
HEMPABOMEPHOMD YNPagne s M. PexoMerayeT ol oTKmounTe cnybal HTTP. Ecnu neobxogum wrtepdeiic seb-ynpasnesus, obecneusTe HCNONL30BaHKE
dyHku HTTPS-cepsepa.

= Pe3ynbTaTbl NpOBEepKM

Napamerpol
NapameTp Tpebosanne FHaueHwe
HTTP-cepeep OTrn. Bacn.
HTTPS-cepeep OTrn. Bwn.
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[TpoBepka OSPF - TpeboBaHue cTaHaapTa

Remediation:
Configure the message Digest option for OSPF.

I0S:
hostname (config) #router ospf <ospf process-id>
hostname (config-router) #area <ospf;area—id> authentication messags-
digest

Audit:

Perform the following to determine if the OSPF authenticationis enabled:

I0S:

1. Verify message digestfor OSPF is defined
|hostname#sh run | sec router ospf |
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Yrposa

B ENNERE

ROUTING l MPLS HOT-STANDBY wlccp icmp6 tcp-mdS dotlq arp

rip | ospf | bgp ieigrp‘
1P 1D ARFA STATFE

AUTH _CRACH

TYPE_ROUTER_LINKS 1.1.1.1 255.255.255.255 TYPE_STUB_NET

TYPE_ROUTER_LINKS 192.168.197.0 255.255.255.0 TYPE_POINT_TO_POINT

49 140.LUODU4 LYL. LUO. LI/ . LLO
50 150.112512192.168.197.128
51 151.764298192.168.197.3

OL MEI IV FALKEL

OSPF 110 LS update

OSPF

94 Hello Packet

TYPE_ROUTER_LINKS 172.16.0.1  172.16.0.2 TYPE_TRANSIT_NET . 624302192 0.0.5 OSPF 78 LS Acknowledge
TYPE_ROUTER_LINKS 2.2.2.2 255.255.255.255 TYPE_STUB_NET e O, e SOt S STt o—Packet
P HEERTINGE TS DEENEY I BTOEE 54 161.063655192.168.197.3 224.0.0.5 OSPF 94 Hello Packet
- - T U - - 55 168.142097 192.168.197.128 224.0.0.5 OSPF 82 Hello Packet
TYPE_ROUTER_LINKS 192.168.197.3 192.168.197.3  TYPE_TRANSIT_NET 56 170.408973192.168.197.3 224.0.0.5 OSPFE 94 Hello Packet
(<] i < |
Connacton Cracipg | Ijecion Metwork Netmack | Type ‘g Eiﬁ'é'fnzg :Iims?femgrfEi-é?&b}gg?écﬁg-gﬁ;-335”"3:2-(529031:;3?sg?ol'-'ﬁri??og-m-ss-oo-m
A | ; : _5a:e7: :0c:29:5a:e7:94), : ca:00:10:68:00: :00:10:68:00:
Network 8.0.00 255000 TYPE-ROUTER 5 Internet Protocol Version 4, Src: 192.168.197.128 (192.168.197.128), Dst: 192.168.197.3 (192.168.197.3)
18.0.0.0 | |2 open shortest Path First
Netmask ‘ OSPF Header
[255000 ’ £ LS update Packet
= Number of LSAs: 1
Network type ] E LS Type: Router-LSA
LS Age: 92 seconds

‘ TYPE_ROUTER_LINKS & ‘Add | |

‘5] OSPF: Sending ROUTER_LINKS LSU to 192.168.197.3

~OSITIVE TECHNOLOGIES

Do Not Age: False

# options: 0x22 (DC, E)
LS Type: Router-LSA (1)
Link State ID: 192.168.197.128
Advertising Router: 192.168.197.128 (192.168.197.128)
LS Sequence Number: 0x00000020
LS Checksum: 0xb188
Length: 48

@ Flags: 0x00

_Number of 1 inks: 2

[# Type: Stub ID: 8.0.0.0

# Type: Transit ID: 192.168.197.3

pata: 255.0.0.0 Metric: 1
pata: 192.168.197.128 Metric: 1
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Pe3ynbtat npoBepku

AyTeHTnduKaLua NPOTOKONOB MapwpyTuzaumu: Heobxognmo HacTpoutb OSPF-ayTeHTHOHUKALMIO, €C/ii HCNoNb3YeTCa
npoTOKON

P 0 o}

= KpaTKkoe onucaHue

YaocToBepeTech, 4To OSPF-ayTeHTUOUKaLMA HACTPOEHa TaM, rae 3T0 BOSMOXKHO,

= MNonHoe onucaHue

MapwpyTusauma OSPF (ecnu oHa passepHyTa) HeobxoauMa ANA HOPMENBHOro QYHKLMOHMPOBaHUA CETEB0M MHDPaCTPYKTYPL! OpraHnsaym, TouHas HhOPMaLIMRA 0 MaplpyTe
HeobxoauMa AN Toro, 4Tobbl MAPLWPYTHU3aTOPbI TOYHO HANPABNANM TPaMMK NO CETH.

3NOYMbILWAEHHUK, ASMCTEYA OT MMEHM 0AHOM0 U3 coceackmx OSPF-Y3n0B LENesoro MaplpyTU3aToPa, MOXET BHEAPUTD HEKOPPEKTHYIO MHDOPMALBAKD B TaDAMLY MaPLWPYTU33aLIM, YTO
NPUBEAST K 0TKA3Y B 0DCNYKMBaHMM MM YTeYKe KOHOMASHMANLHBIX AaHHbIX NMPWU NPOBEASHM aTaKM TMNAa "YENOBEK NocepeaunHe ",

Ha MapwpyTusaTopax Cisco (a TakKke MaplpyTHM3aTopax ApYrX NPOM3BOAUTENEN, TakMX Kak Juniper nnu Brocade) B03MOXHa ayTeHTHOUKELMA NPOTOKONOE MaPWPYTU3aLMM NpK
noMolum MD5-aalMaXecTa B COHETaHMM C NOPAAKOBbLIM HOMEPOM ANA 33WWMTHI OT aTaK CBA3aHHbIX C NOBTOPHOI NepeaaYei NaKkeTos,

AyTeHTUOMKALMA HACTPaMBaeTCH MHAWBMAYaNbHO ANA KEKAOH 30HbI.

MpuMeYaHue: YAOCTOBEPETE D, YTO 3YTEHTUMMKALMA NPOTOKONOE MaPLIPYTU3ALMM HACTPOSHa OAMHAKOB0 ANA BCEX MapWPYTU3aTOPoB B 30He OSPF; B NpOTHMBHOM cnydae
obHoBNeHMs MapWpPYTa He ByayT BbINOAHEHEI.

= Pe3ynbTaTbl NpoOBEpKU

Cnucok Area, yY4aBCTBYHLUMX B MapLUPYTH3ALIMK

D Homep Area NMpouecc AyTenTudukauus

1 0 1 He 3agaHn(a)
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[lpoBepka cnoXHOCTH naponen— TpeboBaHue cTaHaapTa

Remediation:
Create a local user with an encrypted, complex (not easily guessed) password.

10S:

|hostname(config)#username <LOCAL USERNAME> secret <LOCAL_PASSWORD>

Audit:

Perform the following to determineif a user with an encrypted password is enabled:
1. If aresultdoes not return a result, the feature is not enabled

[10S:

|hostname#show run | incl username
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Yrposa

TestLab#sh run | sec user
username admwin privilege 15 password 7 012526104Z253554E714644545C

-~ Cisco Type-7 encrypted password
IEH 2526104253554E 7146445450

: Decrypted password
IV@tyBS!Uid3%
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Pe3ynbtat npoBepku

° MNpaewna naposneii: HCNoNb3yiTe CTOlHKWI aNropuTM wWdpPoBaHua Naponell ANy NOKasbHbIX NONbL3OBaTEsIEH ";‘

= KpaTkoe onucaHue

HeobxoaumMo chopMMPOBaTH NO KPaHEe MEPe 0AHOM0 NOKaNbHOro Nonb30BaTens. [Ans Kakaoro Nonb30BaTENA A0MKEH MCNMONb30BaThLCA 3aWMPPOBaHHbIN Naponb.,

= NMonHoe onucaHue

CTaHaapTHaA KOHOUrypaLwis yCTPOMCTBa He TpebyeT cTporoif ayTeHTUhMKELWAM NOMb30BATENSA, YTO NOTEHUWMENLHO NO3BONAET 3N0YMbILAEHHUKY NONYYMTL BecnpenaTcTBeHHbIN
AOCTYN K ycTpoicTey. Co3aaHME NOKANLHOM YYETHOM 3anicH C 3awmndpoBanHbIM naponem obecneunsasT ayTeHTUOMKALAIO NP BX0AE U NPEA0CTEBNAET Pe3ePBHbLIN MEXEHN3M
NPOBEPKM NOANMHHOCTI ANA KOHOUryPaLym B CNMCKE MMEHOBaHHBIX METOAOE B TOM CNY4aE, EC/M LUEHTPaNM30BaHHaA CMCTEMa ayTEHTUDMKALMM, 3ETOPU3aLLAM M YHETa HEAOCTYNHE.

= Pe3aynibTaTbl NPOBEPKH

Hma nonb3oBarTenn YpoB€Hb NpuBWAerti Tun

admin 15 password




Pe3ynbTat CKAaHMPOBAHMS

I 4

g ﬂ [433949] Npaeuna perucTpawM cofbiTiA: HeobX0aMMD 3308Te YPOBEHE BEMKHOCTH ANA SMMP-cooBwenuni trap v syslog

: ﬂ [433950] Mpaewna pervcTpawd cobeimii: HeobxoaKMD HACTPOMTE BPEMEHHEIE METKM B COORLWLEHMAX OTNaaKK

g ﬂ [433951] Npaeuna perkucTpawii cofbiTuiA: HeoGx0aMMD HBCTPOMTE BPEMEHHEIZ METKM B CO0BLLEHMAX O PEMMCTPALM COBLITHIA
ﬂ [433955] Mpaeuna mapwpyTHzawm: HeobxoaMmo 3anpeTHTe HENPABNEHHYID WMPOKOBEWATENEH YD PACCEIKY

g 0 [433965] MNpaeuna ana loopback-uHTepdeiica: HeobxoAMMD 3aNPETUTE MHOMECTEEHHLIE lDopbadk-HTepdelics

g ﬂ [433980] Mpaeuna MapWpyTHEALWM: HEoGX0AMMO 3EMPETHTE TYHHENEHEIE MHTEPDEACE!

: Q [433900] NMokansHaA ayTEHTMDMKALA, SETOPMIEWAA 1M yueT (AAA): HeobxoguMo BKNKOYMTE UEHTPANMI0BaHHEIM CEPEMC Ay TEHTMHOMKALMM, SETOPMIELMM 1 yJe

g Q [433904] NpaBuna QOCTYNa K YCTROACTEY: PEKOMEHAYETCA YCTEHOBMTE NOKaNEHEIM MONE30BATENAM YPOBEHE MPHMBMAErMA 1

m Q [433506] Mpaeuna AoCTYNa K yCTPoRcTEY: HeodxoamMMo HECTPOMTE TaMMaYT ANA CEAHCA BX0AE

g O [433908] Mpaerna AocTyNa K YCTPocTEY: HeobxoaMMo yCTAHOBMTE KOHTPONL A0CTYNa no VT

g Q [433209] Banneps!: HeobxoguMo ononesosaTe Dannep EXEC

: Q [433910] baHHepe!: HeobxoauMo MoNone30BaTe BaHHeED Bxoaa

g Q [433911] BaHHepe!: HeobxoaMMO MCNONBEZ0BaTE BaHHep MOTD

: Q [433917] MNpaewna naponei: HeofxoaMMo 38A&TE Napone ANA BX043 B PEXKMM SAMAHMCTPMPOEEHMA (enable)

g Q [433913] Npaeuna naponei: Heo0XooMMD HECTPOMTE CEPBKC WWMGPOBaHKA Naponel

m Q [4335914] Mpaeuna naponei; HeodXogMMo HECTPOMTE NEPOAK, NPUMBAZAHHEIE K MMHAM (ine passwords)

g O [433915] MNpaeuna naponei: Mocnonb3yATe CTOMKIMA SNropKTH WMhPOEEHWA NaPoNei ANA NOKaNEHLIX NONLI0BATENEH

- @ [433915] Mpasna SNMP: HeofXoaMMo SaNPETHTE AOCTYN C NDEBaMH Ha YTEHME W 3ankc na SNMP

CIS — Cisco I0S
KoHTponeHER cricok npoeepok. anA CIS Cisco I0S Benchmark

192.168.0.2

19.51% B CooTeeTcTEYET
M He cooTeeTcTEYET
E HenpumeHiamo

O He onpeagneto

1.22%

36.59%
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Uto B ntore?
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Uto B utore?

« VHBeHTapu3aums akTMBOB
« Ayaut 6e3onacHoCTu
« CootBetctBme nonutmke Vb

dunuan
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KoHeL, pacckasa
Cnacmbo 3a BHMMaHue

Crpoes EBreHui

JKcnepT no MHGopMaLUMOHHON 6e30NacHOCTH
Positive Technologies

estroev(@ ptsecurity.com
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