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PT NGFW

PT Next-Generation Firewall — mexceTeBon aKkpaH HOBOIo
MOKONEHIS, CoYeTaloLWNin B cebe Npon3BoanTENbHOCTD,
HaOEeXHOCTb 1 MPOCTOTY SKCMyaTaLnn.

m [MponssogutenbHocTb 160 [6UT/C B pexmnme ¢unbTpaunm ¢ KOHTPONEM NPUIOXKEHNIA
n 60 Neut/c B pexume IPS

® WHcnekuns TLS 1.3 po 25 Méut/c m Bonee 10 000 curHaTtyp
OT aKcnepTHoro ueHTtpa PT ESC

m LleHTpanusoBaHHas cuctema ®m AnnapaTHas nnatpopma
ynpasneHus — go 10 000 yctponcts POCCUINCKOro Npon3BoacTBa

Kniouesblie npenmyuwectea PT NGFW

MopepHusupoBaHHbiin ctek TCP/IP. [1n9 BbICOKOCKOPOCTHOI Mepefaynt AaHHbIX 6bl0 peLlleHo OTKasaTbCs
OT CTaHZapTHoOro ceteBoro crteka Linux, nepeHecTn 06paboTKy CeTEeBblX MakeToB B MOMb30BaTENbCKOe
MPOCTPAHCTBO 1N N36aBUTHCS OT JINLLIHNX PECYPCOEMKUX KOMMPOBAHWA. DT N3MEHEHUNS NO3BONSIOT YBENNUYNTD
dYHKLNOHabHbIE BO3MOXHOCTIN 6€3 NoTep Npon3BOaNTENbHOCTH.

AnnapatHble nnatpopmMbl C apxuTekTtypon x86. [ng cokpalleHns 3aBUCUMOCTW OT MOCTaBOK
creuvann3npoBaHHbIX annapaTHbix yckopuTteneln PT NGFW pa6oTtaeT Ha npoueccopax o6Lero HasHauyeHus
C apxuTekTypol x86. [lonroe Bpems NponsBoANTENN OTKa3blBasIMCb UCMONb30BaTb TakoW Noaxopn, Tak Kak 6binu
yBepEeHbl B HEBO3MOXHOCTI AOCTUYb BbICOKUX CKOpOocTen 6e3 annapaTtHoro yckopeHus. PT NGFW gokasbiBaeT,
YTO 3TO BO3MOXHO MpW NPaBUIbHO BbIBPaHHOI apXUTEKTYpe NPOAYKTa, 1 yXXe CerofHs AeMOHCTPUPYET CKOPOCTM
MEXCETEBOIO 9KPaHNPOBAHIS U KOHTPONS NpuioxeHuni oo 160 Feut/c.

Yno6ctBo akcnnyatauun. PT NGFW paspabaTtbiBaeTcs MHXeHepamu ¢ 60/blLNM OMbITOM WCMOb30BaHUS
ceTeBbIX peLleHUi. VIHTYUTVBHO NOHATHBIA MHTEePdEC cucTeMbl yrpaBneHns obecrneynsaeT 6bICTPOe BHEAPEHNE,
MPOCTYIO HACTPOIIKY 1 3aLLMTY OT OLLUNGOK B KOHbUIypauuu.

Nepapxusi 06bekToB U npaBui. YOo6Has cucTteMa yrnpaB/ieHns no3BonsgeT MakCMMasabHO OMNTMMN3NPOBaTb
NONUTUNKIN 6€30MacHOCTN B COOTBETCTBUM C 613Hec-NpoLeccammn KomnaHuu. Mpun sTom yBennyeHne KonmyecTea
YCTPOWCTB He YCITOXHAET UX agMUHUCTPUPOBAHINS 1 HACTPOMKNA.

NHTerpaunsa ¢ skocuctemon Positive Technologies. TecHoe B3anmopenctane PT NGFW ¢ MaxPatrol SIEM,
PT Sandbox, PT Network Attack Discovery n gpyrummn npogyktamu Positive Technologies no3sonut onepaTtmBHoO
pearnpoBaTb Ha MHLUUAEHTbI 1 MUHUMU3NPOBATb NX BANSIHNE Ha CeTb N BU3HEC.
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nob56réut/c po20Tl6ut/c 0o 40 rént/c

PT NGFW PT NGFW PT NGFW
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B pexume L4 FW

0o 40 rént/c 0o 140 reut/c

B pexxumax IPS n «MHcnekuumsa npunoxeHun»

0o 900 Méwnt/c po45T6éut/c  pol2Tl6ut/c

po23rent/c  po32réut/c  po40Tléut/c

B pexxume NGFW co Bcemu BK/IIOUEHHbIMU MOgynsiMu 6€30MacHOCTN

0o 140 reut/c

0o 100 Méut/c po 500 Méut/c po 1réuTt/c no 2 éut/c no 5 réunt/c no 10 réwnr/c
no 1.3 Mpps n0 3,2 Mpps no 7 Mpps 1o 8,5 Mpps o 12 Mpps no 15 Mpps
1010 000 npasun 0100 000 npasun

Ha 0fHO YCTPONCTBO Ha 0fHO YCTPONCTBO

00 2.9 MIH, 0o 15 mnH, 0o 20 MnH,
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0o 86 TbiC., 0o 345 tbic., 0o 900 TbiC., 0o 1MnH, 0o 15 mnH,

HTTP, 16ant HTTP, 16ant HTTP, 16anT HTTP. 16anT HTTP, 16ant

00100 Méut/c po1l6ut/c no 8 réut/c no 15 réwnt/c

AKTVBHBbII — pe3epBHbIii (Active-Standby) ¢ crHxpoHM3aLmei ceccuii

12,13

CurHatypbl ot PT Expert Security Center
Moppepxka npodunein IPS

[0 10 000 ycTpoiicT

Mpo3spauHblii (transparent) n L3
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CraTuueckas, guHamudeckas (OSPF, BGP?)

Source NAT, destination NAT", ctaTnyeckuin NAT"
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0o 160 éut/c

no 60 leut/c

no 10 réwnr/c
10 20 Mpps

00 2,2 MiH,
HTTP, 16anT

no 25 lent/c

AKTNBHbIN — aKTNBHbIN (Active-Active) ¢ CUHXpOHU3aLMen ceccrin (BHELUHNI 6anaHCPOBLLK)”

Microsoft Active Directory

I'Io.q,u,ep)KKa BNPTYyanbHbIX KOHTEKCTOB
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[a, ¢ Harpyskon JSON, TpaHcnoptom no HTTPS

[a

[a

- IP-agpeca
- 30Hbl 6e30MacHoOCT
- MpeHTndunkatopa nonb3osatens

+ TpaHCNopTHOro NPOTOKOMa 1 NopTa
+ [MpunoxeHns nnmn kateropuy NPUIOXeHNS
- [encTBun nonb3oBaTens B MpUAIOXeHNN

Pycckunin, aHrnuickmn
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381x195x172 44 x322x172
MM MM

1RU

HacTonbHbIn

2x10 réut/c, SFP+
2 x176uTt/c, SFP/RJ45, kom60
4 x1r6éut/c, RJ45

He npumeHnmo

He npumeHnmo

Het
240I'b 240I'b
2 x40 Bt 2x 60 BT
18 BT 36 BT
He CneBa
NPUMEHNMO HanpaBo

Positive Technologies — nuaep B o6nactu pesynsTaTyBHON
Knéep6esonacHocT. KomnaHus SBASeTCS BeayLm
pa3paboTYMKOM MPOAYKTOB, PELLEHNIA 1 CEPBICOB,
MO3BONSIOLLYIX BbISBNSATL 1 MPenoTBpaLLaTh KnbepaTaki

[0 TOrO, KaK OHU MPUYUHSAT Henpuemnemblii yLep6 6usHecy

1 LenbIM OTPacisM SKOHOMUKU. Hally TEXHOMOrM NCTonb3yioT
6onee 4000 opraHu3aLuii No BCeMy MUPY.
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C BO3MOXHOCTbIO MOHTaXa B TENEKOMMYHUKaLMOHHYIO CTONKY
He npumeHnmo
4 x1Teut/c, RJ-45 4x10/25 éut/c, SFP28
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2 wT.
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110 - 240 B.
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