
MaxPatrol 8 is designed for managing vulnerabilities and compliance on corpo-

rate information systems. Penetration testing, system checks, and compliance 

monitoring are at the core of MaxPatrol 8. Together, these mechanisms give an 

objective picture of the security stance across IT infrastructure as well as granu-

lar insight at the department, host, and application level—precisely the informa-

tion needed to quickly detect vulnerabilities and prevent attacks.

PENTEST AUDIT COMPLIANCE

Get network scanning 

capabilities in pene-

tration testing mode: 

inventory, banners, 

fuzzing, and bruteforc-

ing of credentials. Also 

included: special checks 

for web application and 

database security.

Audit mode generates 

an inventory of hard-

ware and software, OS 

settings, services, da-

tabases, applications, 

and security tools. 

Detect vulnerabilities, 

misconfigurations, and 

uninstalled updates.

In compliance mon-

itoring mode, make 

sure that internation-

al standards, indus-

try guidelines, and 

corporate policies 

are being followed.

Covers all information resources of the company

Supports and allows you to control the parameters of 1000+ systems: network 

and system infrastructures, servers, wireless networks and IP telephony, data-

bases, ERP systems, applications, including web applications and ICS/SCADA.

Identifies vulnerabilities with maximum accuracy

Identifies vulnerabilities, configuration errors of information system compo-

nents, checks the compliance of information system parameters with informa-

tion security requirements. Uses black-box and white-box testing to analyze the 

security of network nodes, checks the relevance of vulnerabilities, ensuring the 

low number of false positives.

Simplifies the analysis of compliance with  

information security standards and policies

Contains built-in security policies to help you assess compliance infrastructure 

core standards (ISO 27001/27002, PCI DSS, and CIS) and over 180 technical se-

curity standards (CIS, SAP, VMware, and Positive Technologies). Standards and 

policies can be customized to fit your company.

 MaxPatrol 8 
 Vulnerability and compliance  
 management system 

 BENEFITS OF  

 MAXPATROL 8 

EXTENSIVE  

KNOWLEDGE BASE

MaxPatrol 8 detects over 

87 000 vulnerabilities. Positive 

Technologies experts constantly 

investigate new threats and add 

methods for detection to the 

knowledge base.

WORLD-CLASS  

EXPERTISE

500+ industry-recognized 

consultants and security 

experts make our knowledge 

base what it is.

FAR-REACHING SUPPORT

1000+ diverse complex systems 

supported by MaxPatrol 8

COMPREHENSIVE  

COMPLIANCE TEST

MaxPatrol 8 supports over 180 

information security standards 

as well as in-house standards 

developed by Positive 

Technologies.
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Solution Brief

Automates information security processes and controls their efficiency

MaxPatrol 8 automates inventory, vulnerability management, verification of 

security policy compliance, and change monitoring, which reduces outlays for 

audits, security monitoring, and project preparation. You can measure IT and 

infosec performance with an extensible set of security metrics and KPIs: monitor 

system status, scans, and comparisons between departments.

MaxPatrol 8 is most effective: 

	� As a tool to control security and compliance for professionals in the 

security operations center (SOC)

	� To check the operation of IT and information security departments and the 

quality of services provided by third parties

	� To ensure the security of information systems to corporate clients on the 

terms of outsourcing

	� To conduct penetration testing and check the security level by the internal 

and external auditors and regulators

Architecture of MaxPatrol 8

The product architecture is flexible: scale up and deploy at companies of any 

size. Adjust MaxPatrol 8 to fit your infrastructure by selecting the number of 

servers, scanners, and scanning modes.

More than 10 years  

on the market of information  

security products

GET  
FREE  
PILOT

Assess the security of 

your company with a 

free MaxPatrol 8 pilot

For 19 years, Positive Technologies has been creating innovative solutions for information security. We develop 

products and services to detect, verify, and neutralize the real-world business risks associated with corporate 

IT infrastructure. Our technologies are backed by years of research experience and the expertise of world-class 

cybersecurity experts.

Over 2,000 companies in 30 countries trust us to keep them safe. 

Follow us on social media (LinkedIn, Twitter) and the News section at ptsecurity.com.

ptsecurity.com
pt@ptsecurity.com
facebook.com/PositiveTechnologies
facebook.com/PHDays
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